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|ISS - Overview

Main Challenge:

Solution:

Benefits:




Challenges in Smart Grid
Communications
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. Typical Business Objectives

. Connectivity

. Protocols

. Media

. Quality of Service

. Possible Cyber Attacks and Adverse Impacts
. Security Requirements



Major challenges with new
security solutions

1. Control System Security vs. IT Security

2. Many communication technologies

3. Legacy systems vs. new systems

4. Emerdging requirements for smart grid



Design Principles of the ISS
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Introduction - ISS SIEMENS
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Deployment View
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2) Security Agent 3) Security Agent as
embedded into a device stand alone protecting a
or application group of devices

1) Security Agent as a
stand alone device




Deployment View
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Benefits of the ISS

Protects legacy control systems

Meets Quality of Service requirements for control
communication

Protects against Denial of Service attack
Independent of the underlying operating system
Conforms to NERC CIP 005 and 007

Designed to also protect SCADA systems outside of
the Smart Grid (Oil & Gas Pipeline, etc)




Vulnerability Assessment
@ INL

1st on-site test was performed in July 2009
« 104 vulnerabilities were identified
« 19 were mitigated by the ISS
« 48 were partially mitigated by the ISS

2nd test was performed in December 2009
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